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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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9) D The specification is objected to by the Examiner. 
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DETAILED ACTION 



1 . This action is in response to the communication filed on January 12, 2001 
Claims 1-20 were received for consideration. No preliminary amendments for the 
claims were filed. Claims 1-20 are currently under consideration. 



Claim Rejections - 35 USC §112 



The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claim 7 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 7 is dependent on claim 6, which recites the limitation "encrypting the secondary 
keys with the master key." Claim 7 contains the limitation "encrypting subsequent 
secondary keys in the set with all preceding secondary keys in the set." This would 
result in the secondary keys being encrypted with keys that are already encrypted by 
the master key by virtue of the limitation of claim 6. 
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Claim Rejections - 35 USC § 102 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1 1 - 13 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Hirose (U.S. Patent 5,917,915). 

Regarding claim 11, Hirose discloses: 

A method for enabling a device to access an encrypted data file content, the 
method comprising the steps of: 

decrypting single-encrypted blocks of the data file with a master key (column 3 
lines 1-14); 

decrypting dual-encrypted blocks of the data file with the master key 
and a secondary key (column 3 lines 1-14); and 

repeating the decryption steps for a set of secondary keys such that the device is 
able to access the data file content once for each secondary key in the set (column 3 
lines 1-14). 

Claim 12 is rejected as applied above in rejecting claim 1 1 . Furthermore, Hirose 
discloses: 
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The method of claim 1 1 further including the step of decrypting the blocks on a 
block-by-block basis such that the device only has access to the data file content one 
block at a time (column 3 lines 1-14). 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Hirose 
discloses: 

The method of claim 12 further including the step of re-encrypting the single- 
encrypted blocks with a new master key (column 2 line 60 - column 3 line 2). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1 - 5 and 8 - 10 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hirose (U.S. Patent 5,917,915) in view of Watts (U.S. Patent 
6,587,842). 



Regarding claim 1, Hirose discloses: 
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A method for encrypting a data file content, the method comprising the steps of: 
encrypting the data file with a master key (column 2 line 60 - column 3 line 14); and 
generating one or more dual-encrypted blocks based on a set of secondary keys, the 
dual-encrypted blocks contained within the encrypted data file (column 2 line 60 - 
column 3 line 14). 

Hirose does not explicitly describe providing the encrypted data file and an attachment 
file to an authorized user, the attachment file enabling a device to access the data file 
content once for each secondary key. Watts teaches a system where an electronic 
message (e-mail) is transmitted to a customer along with an attachment "key-file" which 
has the keys necessary to access the encrypted data (Figure 2, column 4 lines 37 - 47). 
In the method of Hirose, the multiple encrypted data is sent over a network to a receiver 
which must possess multiple keys to decrypt the multiple encrypted data. Hirose does 
not explicitly disclose the method of distributing the unique keys to the receiver, but 
Hirose reveals that two different keys would be required to decrypt a twice encrypted 
data (column 3 lines 5-15) and that the data is transported over any type of data 
network (column 2 lines 49 - 67). It was well-known at the time of invention that e-mails 
with attachment files are a common way to send data files to users. Hirose also 
discloses the preferred embodiment of the invention is to have multiple secondary keys 
which correspond to different types of data. Therefore it would have been obvious to 
one of ordinary skill in the art at the time the applicant's invention was made to each 
type of data with its corresponding key in an attachment file so that the data file could 
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be decrypted on the receiver end without having one standard key to decrypt all types of 
data. 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Hirose 
discloses: 

The method of claim 1 further including the steps of: 
randomly generating the master key (column 2 lines 60 - 67). 

Hirose does not explicitly disclose hiding the master key within a data structure of the 
attachment file. Watts teaches hiding the key in the attachment file (Figure 6, column 5 
lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult to 
locate key information" (Figure 6). The hiding of the key makes the transmission of the 
keys more secure and makes the compromising of the key and the encrypted data 
difficult. Therefore it would have been obvious to one of ordinary skill in the art at the 
time the applicant's invention was made to hide the key data within the attachment file 
to make the location of the key information extremely difficult. 

Claim 5 is rejected as applied above in rejecting claim 1 . Furthermore, Hirose disclose: 
The method of claim 1 further including the steps of: 

selecting one or more continuous blocks to be dual-encrypted (column 2 line 60 - 
column 3 line 15); 

randomly generating the secondary keys (column 2 line 60 - column 3 line 15); 
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generating a duplicate selected block for each secondary key in the set (column 
2 line 60 - column 3 line 1 5); 

generating dual-encrypted blocks based on the duplicate selected blocks and the 
secondary keys (column 2 line 60 - column 3 line 15); and 

inserting the dual-encrypted blocks into the data file (column 2 line 60 - column 3 
line 15). 

Claim 8 is rejected as applied above in rejecting claim 1 . Hirose does not explicitly 
disclose receiving an email message from the attachment file and determining whether 
another message having the same status content has already been received. Watts 
teaches a system where an electronic message (e-mail) is transmitted to a customer 
along with an attachment "key-file" which has the keys necessary to access the 
encrypted data (Figure 2, column 4 lines 37 - 47). In the method of Hirose, the multiple 
encrypted data is sent over a network to a receiver which must possess multiple keys to 
decrypt the multiple encrypted data. Hirose does not explicitly disclose the method of 
distributing the unique keys to the receiver, but Hirose reveals that two different keys 
would be required to decrypt a twice encrypted data (column 3 lines 5-15) and that the 
data is transported over any type of data network (column 2 lines 49 - 67). It was well- 
known at the time of invention that e-mails with attachment files are a common way to 
send data files to users. Hirose also discloses the preferred embodiment of the 
invention is to have multiple secondary keys which correspond to different types of data, 
which would have to be identified for each different data type. Therefore it would have 
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been obvious to one of ordinary skill in the art at the time the applicant's invention was 
made to each type of data with its corresponding key in an attachment file with status 
content so that the data file could be decrypted on the receiver end without having one 
standard key to decrypt all types of data. 

Claim 3 is rejected as applied above in rejecting claim 2. Furthermore, Hirose 
discloses: 

The method of claim 2 further including the steps of: 

creating an odd logarithmic bit integer (column 2 lines 60 - 67); and 

incrementing the integer by two until a prime number is found (column 2 lines 60 

-67); 

said prime number defining the master key (column 2 lines 60 - 67). 

Claim 4 is rejected as applied above in rejecting claim 2. Hirose does not explicitly 
disclose hiding the master key within a data structure of the attachment file using an 
NP-hard problem. Watts teaches hiding the key in the attachment file (Figure 6, column 
5 lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult 
to locate key information" (Figure 6). The hiding of the key can use any algorithm, and it 
is obvious to use the NP-hard problem algorithm as it was a well-known algorithm at teh 
time of invention. The hiding of the key makes the transmission of the keys more 
secure and makes the compromising of the key and the encrypted data difficult. 
Therefore it would have been obvious to one of ordinary skill in the art at the time the 
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applicant's invention was made to hide the key data within the attachment file to make 
the location of the key information extremely difficult. 

Claim 9 is rejected as applied above in rejecting claim 8. Hirose does not explicitly state 
an attachment which has a status content that defines a current operational state and 
an identifier for the attachment file. Watts teaches a system where an electronic 
message (e-mail) is transmitted to a customer along with an attachment "key-file" which 
has the keys necessary to access the encrypted data (Figure 2, column 4 lines 37 - 47). 
In the method of Hirose, the multiple encrypted data is sent over a network to a receiver 
which must possess multiple keys to decrypt the multiple encrypted data. Hirose does 
not explicitly disclose the method of distributing the unique keys to the receiver, but 
Hirose reveals that two different keys would be required to decrypt a twice encrypted 
data (column 3 lines 5-15) and that the data is transported over any type of data 
network (column 2 lines 49 - 67). It was well-known at the time of invention that e-mails 
with attachment files are a common way to send data files to users. Hirose also 
discloses the preferred embodiment of the invention is to have multiple secondary keys 
which correspond to different types of data, which would have to be identified for each 
different data type. Therefore it would have been obvious to one of ordinary skill in the 
art at the time the applicant's invention was made to each type of data with its 
corresponding key in an attachment file with status content so that the data file could be 
decrypted on the receiver end without having one standard key to decrypt all types of 
data. 
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Claim 10 is rejected as applied in rejecting claim 8. Furthermore, Hirose discloses: 

The method of claim 8 further including the step of storing the status content to a 
data storage medium (Figure 1 item 8). 

Claim 14 is rejected as applied above in rejecting claim 13. Furthermore, Hirose 
discloses: 

randomly generating the new master key (column 2 lines 60 - 67). 

Hirose does not explicitly disclose hiding the master key within a data structure of the 
attachment file. Watts teaches hiding the key in the attachment file (Figure 6, column 5 
lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult to 
locate key information" (Figure 6). The hiding of the key makes the transmission of the 
keys more secure and makes the compromising of the key and the encrypted data 
difficult. Therefore it would have been obvious to one of ordinary skill in the art at the 
time the applicant's invention was made to hide the key data within the attachment file 
to make the location of the key information extremely difficult. 

Claim 18 is rejected as applied above in rejecting claim 1 1 . Hirose does not explicitly 
disclose the step of transmitting an e-mail message to a provider of the encrypted data 
file, the message having a status content. Watts teaches a system where an electronic 
message (e-mail) is transmitted to a customer along with an attachment "key-file" which 
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has the keys necessary to access the encrypted data (Figure 2, column 4 lines 37 - 47). 
In the method of Hirose, the multiple encrypted data is sent over a network to a receiver 
which must possess multiple keys to decrypt the multiple encrypted data. Hirose does 
not explicitly disclose the method of distributing the unique keys to the receiver, but 
Hirose reveals that two different keys would be required to decrypt a twice encrypted 
data (column 3 lines 5-15) and that the data is transported over any type of data 
network (column 2 lines 49 - 67). It was well-known at the time of invention that e-mails 
with attachment files are a common way to send data files to users. Hirose also 
discloses the preferred embodiment of the invention is to have multiple secondary keys 
which correspond to different types of data, which would have to be identified for each 
different data type. Therefore it would have been obvious to one of ordinary skill in the 
art at the time the applicant's invention was made to each type of data with its 
corresponding key in an attachment file with status content so that the data file could be 
decrypted on the receiver end without having one standard key to decrypt all types of 
data. 

Claim 15 is rejected as applied above in rejecting claim 14. Furthermore, Hirose 
discloses: 

The method of claim 1 4 further including the steps of: 

creating an odd logarithmic bit integer (column 2 lines 60 - 67); and 

incrementing the integer by two until a prime number is found (column 2 lines 60 

-67); 
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said each prime number defining the new master key (column 2 lines 60 - 67). 

Claim 16 is rejected as applied above in rejecting claim 14. Hirose does not explicitly 
disclose hiding the master key within a data structure of the attachment file using an 
NP-hard problem. Watts teaches hiding the key in the attachment file (Figure 6, column 
5 lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult 
to locate key information" (Figure 6). The hiding of the key can use any algorithm, and it 
is obvious to use the NP-hard problem algorithm as it was a well-known algorithm at teh 
time of invention. The hiding of the key makes the transmission of the keys more 
secure and makes the compromising of the key and the encrypted data difficult. 
Therefore it would have been obvious to one of ordinary skill in the art at the time the 
applicant's invention was made to hide the key data within the attachment file to make 
the location of the key information extremely difficult. 

Claim 17 is rejected as applied above in rejecting claim 12. Furthermore, Hirose 
discloses: 

The method of claim 12 further including the step of discarding the dual- 
encrypted blocks after decryption with the secondary keys (column 2 line 60 - column 3 
line 15). 

Claim 14 is rejected as applied above in rejecting claim 13. Furthermore, Hirose 
discloses: 
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The method of claim 13 further including the steps of: 

randomly generating the new master key (column 2 lines 60 - 67). 

Hirose does not explicitly disclose hiding the master key within a data structure of the 
attachment file. Watts teaches hiding the key in the attachment file (Figure 6, column 5 
lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult to 
locate key information" (Figure 6). The hiding of the key makes the transmission of the 
keys more secure and makes the compromising of the key and the encrypted data 
difficult. Therefore it would have been obvious to one of ordinary skill in the art at the 
time the applicant's invention was made to hide the key data within the attachment file 
to make the location of the key information extremely difficult. 

5. Claims 19-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hirose (U.S. Patent 5,917,915) in view Wu et al (U.S. Patent 6,374,363). 

Claim 19 is rejected as applied above in rejecting claim 1 1 . Hirose does not explicitly 
disclose the step of adding footprint files to a host system, the footprint files enabling 
detection of copying of the encrypted data file. Wu discloses a method of adding 
footprint files on a host system comprising comparing the footprint files to files to see if 
the files are the same or different (column 3 line 43 - column 4 line 8). This provides 
the benefit of discovering if the file already exists, and can detect if a copy was made on 
the same host system. The detection of copying of the file is another security measure 
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to discover illegal copying of files, such as the files of Hirose, so that it can be detected 
and stopped. Therefore it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to use footprint files to detect the illegal copying of the 
files of Hirose, and thereby providing another measure to protect the integrity of the data 
being transmitted. 

Claim 20 is rejected as applied above in rejecting claim 1 1 . Hirose does not explicitly 
disclose the step of adding footprint data to files to a host system.. Wu discloses a 
method of adding footprint files on a host system comprising comparing the footprint 
files to files to see if the files are the same or different (column 3 line 43 - column 4 line 
8). This provides the benefit of discovering if the file already exists, and can detect if a 
copy was made on the same host system. The detection of copying of the file is 
another security measure to discover illegal copying of files, such as the files of Hirose, 
so that it can be detected and stopped. Therefore it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to use footprint files to detect 
the illegal copying of the files of Hirose, and thereby providing another measure to 
protect the integrity of the data being transmitted. 

6. Claims 6 - 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hirose (U.S. Patent 5,917,915) in view of Watts (U.S. Patent 6,587,842) in further view 
of Cane et al. (U.S. Patent 6,754,827). 
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Claim 6 is rejected as applied above in rejecting claim 5. Furthermore, Hirose 
discloses: 

The method of claim 5 further including the steps of: 

formatting the encrypted secondary keys as a data structure (column 2 line 60 - 
column 3 line 15). 

Hirose does not explicitly teach encrypting the secondary keys with the master key. 
Cane teaches encrypting secondary keys with a master key (Figure 2) before 
transmitting the key over a network. Cane states that encrypting the secondary keys 
with the master key allows access control and provides security and higher assurance 
of data integrity due to the lower probability of compromising the key (column 2 lines 25 
- 55). The invention of Hirose transmits the keys and the data file over a data network, 
such as the Internet, which could be susceptible to interception. It is obvious that that 
security and integrity are necessary and providing an extra level of security by 
encrypting the keys would have been obvious to one of ordinary skill in the art at the 
time of invention to stymie attempts to intercept and decipher the data file. 

Claim 7 is rejected as applied above in rejecting claim 6. Hirose does not explicitly 
teach encrypting the secondary keys with the master key. Cane teaches encrypting 
secondary keys with a master key (Figure 2) before transmitting the key over a network. 
Cane states that encrypting the secondary keys with the master key allows access 
control and provides security and higher assurance of data integrity due to the lower 
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probability of compromising the key (column 2 lines 25 - 55). The invention of Hirose 
transmits the keys and the data file over a data network, such as the Internet, which 
could be susceptible to interception. It is obvious that that security and integrity are 
necessary and providing an extra level of security by encrypting the keys would have 
been obvious to one of ordinary skill in the art at the time of invention to stymie attempts 
to intercept and decipher the data file. 



Conclusion 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 703- 
305-8892. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 




